
Arctera Data Risk Assessment
Proactive protection for financial services data.

In the financial services industry, your data is an invaluable asset—but it also comes with significant risks. With growing cyber threats and 

evolving regulatory requirements, it’s essential to proactively manage and secure your data. Arctera’s Data Risk Assessment helps you 

quickly identify and address risks, ensuring your data is secure, compliant, and optimized for long-term success.

Why Ongoing Data Risk Assessment is Crucial

Organizations face increasing pressure to meet regulatory requirements, which mandate firms to safeguard client data and ensure data 

retention and accessibility.

Failing to manage data risks can lead to significant penalties, reputational damage, and loss of client trust. As cyber threats evolve and data 

volumes grow, ongoing risk assessments are essential for staying ahead of potential breaches and regulatory scrutiny.

Arctera’s Data Risk Assessment enables you to:

•	 Identify security risks before they turn into breaches.

•	 Ensure continuous compliance with regulations like GDPR, CCPA, SEC Regulation S-P, and FINRA Rule 4511.

•	 Optimize storage by eliminating stale, orphaned, or unnecessary data.

By identifying risks early, you can take immediate action to protect sensitive data, reduce exposure, and avoid costly fines or reputational 

damage. The longer you wait, the higher the stakes.

How It Works: Simple, Fast, and Effective	

Arctera’s Data Risk Assessment leverages Arctera Insight 

Information Governance, a powerful tool that scans your entire 

file landscape—both on-premise filers and cloud repositories. 

It analyzes file metadata and uses a common classification 

engine to provide actionable intelligence, identifying risks and 

opportunities in your data.

By performing a Data Risk Assessment, you gain visibility into 

data that may otherwise be overlooked—helping you identify 

hidden risks and assets. With full content classification, the tool 

assesses the risk level or value of any given data asset, ensuring 

that no sensitive or valuable information is left unmanaged.

Power BI Desktop

2Copyright © 2024 Arctera - All rights reserved

All 

0

20

40

Amazon S3 OneDrive On-Premise
Filer

SharePoint

Active Size (GB) Stale Size (GB) Abandoned Size (GB)

0 10 20 30

AMS.Demo@cloudtrain1.com

george.wilson@cloudtrain1.com

Group Shares

share/share2

Marketing

Misc

Apps

Manufacturing

share/share1

IT

https://cloudtrain1.sharepoint.com/site…

Projects

dan.strydom@cloudtrain1.com

33.32

10.66

0.82

0.77

0.52

6.30

0.10

0.10

0.09

0.11

0.06

0.05

0.04

2 found as permissive

41
Control Points

466 tagged as sensitive

14.23K
File Items

16 found as exposed / open

53
Repositories

on 5 data source types

67.43GB
Stored Data

Environment Summary

You should consider with business owner to move those
files to more controlled shares. It will reduce the surface
risks of data leaks.

Out of 275 files containing credit card information, 246 are
specifically located on open shares!

Review Files containing PCI/DSS on Open Shares

You should consider with business owner to move those
files to more controlled shares. It will reduce the surface
risks of data leaks.

Out of 487 files containing personal identifiable information,
355 are specifically located on open shares!

Review Files containing PII on Open Shares

Such data profilings are forbidden by law (i.e: GDPR Art.9
rule), liaise with department owner to delete those files and
review processes to prevent future special category
captures.

No files containing personal data revealing racial or ethnic
origin, political opinions, religious or philosophical beliefs,
trade union memberships, or genetic / biometric data
were found.

Delete Highly Sensitive and Regulated PII Files
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353.96MB
Sensitive Data summary

Power BI Desktop

3Copyright © 2024 Arctera - All rights reserved

All 

33% ROT Data

15% Mission Critical Data

Dark Data52%

Classified Data48%

The Vulnerability Lag Report (Arctera / Vanson Bourne)

Cost of Clutter
The Real

Based on your custom projected 
figures, are you comfortable 
spending close to
on low to no value data?

$468,000

$297,000

$162,000

$765,000

TCO for 1TB/year

Projected Storage (TB) 300

$3,000

Reset to initial findings

Dark Data:

ROT Data:

Mission Critical Data:

Cost Analysis for Doing Nothing

Cost Analysis

Such data needs to be classified and reviewed
periodically to ascertain expiry based on ever changing
compliance policies.

Any important data that needs to be retained for any
regulatory or corporate compliance should ideally moved
to specialized archive solutions with WORM capabilities.

Data Retention

Either move data using tools or employ tiering techniques
to automatically tier data based on data age & content.

Data not accessed often can be safely moved to lower
tier storage so save costs.

Data Tiering / Migration

Review the Abandoned, non-business data & dispose off
anything not required for the business.

Hoarding older data with limited value to organisation can
not only lead to hard storage costs & increased carbon
footprint but also costs associated with various operations
& risks associated with data leak.
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Figure 1: Sample of Data Aging Report
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About Arctera

Arctera, a business unit of Cloud Software Group, is the leading global provider of compliance and 
governance solutions that enable fi rms to unleash game-changing technologies into their organizations 
while minimizing risk. Created in 2024 from Veritas Technologies, Arctera helps the biggest companies 
in the world monitor and control exactly how their information is being accessed, used and shared. 
The Arctera Insight Platform is able to capture data from over 130+ different content sources, and more 
than 280 AI policies help fi rms streamline compliance and adapt to evolving regulations. 
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The Dark Data Assessment can be completed in three quick steps:

How It Fits into Your Risk Management Framework

Arctera’s Data Risk Assessment seamlessly integrates into your existing risk management strategy by providing insights to help you manage 

and mitigate data risks effectively. Here’s how it helps:

•	  Identify risks in real-time: Scan your data for vulnerabilities and compliance gaps.

•	  Act with confidence: Use actionable insights to implement remediation strategies quickly.

•	  Stay audit-ready: Ensure your data management practices meet regulatory standards and compliance requirements, making you always 

prepared for audits and reviews.

Make data risk management and ongoing priority. 
For more information and to get your assessment, visit: inform.arctera.io/datariskassessment

1. Identify and Configure 
Target Data

•	 Select a data source that reflects 
the types of data your organization 
stores, such as customer files or 
transaction records.

•	 Configure the source for access 
by our scanning tool, ensuring 
minimal disruption to operations.

2. Scan the Data Source
•	 Data Insight scans your data, 

gathering file metadata, user 
permissions, and access controls to 
uncover security gaps and risks.

•	 We monitor user activity to assess 
ownership, behavior, and potential 
exposure of sensitive data.

•	 Personally Identifiable 
Information (PII) is classified by 
risk level—e.g., date of birth or 
email is low risk, while credit card 
numbers are high risk. Dense 
PII (e.g., 10+ instances of high-
risk PII) is flagged for priority 
investigation.

3. Generate Report with 
Actionable Insights
The scan generates a detailed report, 
highlighting:

•	 Inactive or unnecessary data.

•	 File types consuming the most 
storage.

•	 User and group permissions that 
may expose sensitive data.

•	 Sensitive data, including PII, and 
security vulnerabilities.

These insights empower you to make 
data-driven decisions that reduce risk, 
improve governance, and optimize 
storage costs—all while staying 
compliant with key regulations.

Configure Scan Report

https://inform.arctera.io/DataRiskAssessment

